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L firewall

x firewall
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L SELinux vs network server

x SELINuUX

ASELinux
(permissive)

Aletc/sysconfig/selinux

Acommand : getenforce, setenforce, getsebool, setsebool

y e.g. setenforce O
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x SELINuUX

Agetsebool , system-config-selinux

[rootl@localhost ~]# getsebool -a
allow console login --> off
allow cwvs read shadow --> off
allow_daemons dump core --> on
allow daemons use tty --> on
allow domain fd use --> on
allow execheap --> off

allow execmem --> on

allow execmod --> on
allow_execstack --> on

allow ftpd anon write --> off

allow ftpd full access --> off
allow ftpd use cifs --> off
allow ftpd use nfs --> off
allow gadmin exec content --> o
allow gssd read tmp --> on
allow guest exec content --> off
allow _httpd anon write --> off

Status

Boolean

File Labeling Filter

User Mapping )
pping Active

SELinux User

Translation

Network Port

Policy Module

24

SELinux Administration

Lockdown...

Customized

Module
apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
apache

apache

v | Description Name
Allow httpd to act as a FTP server by listening on the ftp port: httpd_enabh
;Allow HTTPD to run SSI executables in the same domain as s: httpd_
-Allow Apache to communicate with avahi service via dbus  : allow_httpd_
;Allow httpd to use built in scripting (usually php) httpd_builtir
-A”OW http daemon to send mail
nfs file s

Unify HTTPD to communicate with the terminal. Needed for h httpd_tty_co

httpd_can_s

EAI low httpd to acces stems httpd_use_n

;AHDW Apache to use mod_auth_pam allow_httpd_
-Allow HTTPD scripts and modules to connect to the network : httpd_can_n
ELJnifg,f HTTPD handling of all content files. httpd_unifies
.Allow apache scripts to write to public content. Directories/Fi allow_httpd_
;A”OW httpd to read home directories httpd_enabh

Allow Apache to modify public files used for public file transfi allow_httpd_|.
>
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Linet service

X net :internet service

ANetwork Super Daemon
(super

)

X net

y1 :TCP/P
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Linet vs standalone

x GOOD! (Inet)
A : network protocol code
A

x BAD! ( Inet )
A : network protocol

A . inet  network protocol , application
protocol (fork-exec)
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Linet vs standalone (con't)

x GOOD & BAD! (standalone)

Ainet !

ANetwork protocol

y standalone

y e.g.
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Linet structure e.q.

X Inet >> (wrapper) >> telnet

network protocol ( .r)

network security/authority

telnet application protocol

telnet

telnet I
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Linetd vs xinetd

X Inetd
A inet
A
y computing power
y tcpwrapper /
X Xinetd

Ainetd  wrapper

Ve

A
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L starting xinetd

X : Jetc/ Init.d / xinetd

# /etc/ init.d /xinetd restart
Stoppping  xinetd

Starting xinetd

Aletc/ xinetd.conf :

Aletc/ xinet.d/* ( )
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xinetd.conf

x [etc/ xinetd.conf
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